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Random DevOps Buzzwords



What	is	DevOps?

DevOps	promotes	a	set	of	practices	that	emphasize	collaboration	and	communication	of	both	
software	developers	and	information	technology	professionals	while	automating	the	process	of	
software	delivery	and	infrastructure	changes.	It	aims	at	establishing	a	culture	and	environment	
where	building,	testing	and	releasing	software	can	happen	rapidly,	frequently,	and	more	reliably.

Translated:

Deliver	High	Quality,	Working Software	
Faster



What	is	DevSecOps?
Through	Security	as	Code,	we	have	and	will	learn	that	there	is	simply	a	better	way	
for	security	practitioners,	like	us,	to	operate	and	contribute	value	with	less	friction.	
We	know	we	must	adapt	our	ways	quickly	and	foster	innovation	to	ensure	data	
security	and	privacy	issues	are	not	left	behind	because	we	were	too	slow	to	

change.

Translated:

Deliver	High	Quality,	Secure,	Working
Software	Faster and	More	Safely



Modernize	without	introducing	risk

• Understand	impact	and	risk	associated	with	being	insecure

• Understand	barriers	to	entry

• Consider	security	and	compliance	from	the	beginning

• Utilize	effective	and	repeatable	testing	patterns



What	do	we	mean	when	we	say	compliance?

• Compliance	of	POLICY
• POLICY	=
• Configuration	Policy
• Environment	Policy
• Organizational	Security
• Regulatory	Compliance
• Process	and	procedural	Policy

•But	what	about	auditability?



Incorporate	security	and	compliance	from	the	
beginning… what	is	the	beginning?
• Manage	systems	and	applications	using	infra	code

• Test-driven	Development

• Cross-functional	standards	and	patterns

• Standardization	of	toolsets



Continuous	Testing?	Yes	Please!
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Oops	– Someone	forgot	to	call	compliance
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So	what	do	we	do	about	it??



Compliance	Testing	Through	Each	Step

Build Deploy Manage

App Dev QA UAT Pre-Prod

Dev QA UAT Pre-Prod

Dev QA UAT Pre-Prod

Infra

Platform

App

Infra

Platform

Testing
Dev QA UAT Pre-Prod

Testing

Compliance	Testing



Infrastructure	as	Code	+	Compliance	as	Code	=	

• Test-Driven	Development	+	Compliance	=

• Continuous	Delivery	+	Compliance	=

• Development	+	Operations	+	Compliance	=	

Hug Ops!



Inspec is	compliance	as	code	- a	human-
readable	language	for	automating	the	
continuous	testing	and	compliance	
auditing	of	your	entire	infrastructure

github.com/chef/inspec



Why	do	you	care?

• Infrastructure	as	code	->	Compliance	as	code

• Declarative

• Auditability



More	details

• Open-source	run-time	framework	and	rule	language	to	specify	
compliance,	security	and	policy	for	testing	any	node	in	your	
environment.

• Includes	a	collection	of	resources	to	write	audit	rules	quickly	and	
easily

• Examine	nodes

• Run	tests	locally	or	remotely

• Detected	security,	compliance	and	policy	issues	are	flagged	in	logs



Baseline	Security	Requirements

• Linux	and	Windows	
Baseline

• SSH	Baseline	Config

• SSL	Baseline

• Docker	Security

• Etc.



Compliance	Benchmarks



Windows



Docker



Test	Any	Target

$ inspec exec test.rb

$ inspec exec test.rb -i ~/.aws/nathen.pem -t ssh://ec2-
user@54.152.7.203

$ inspec exec test.rb -t winrm://Admin@192.168.1.2 --
password super

$ inspec exec test.rb -t docker://3dda08e75838



Automated	
Security	and	
Compliance	
Tests

• How	do	we	
make	this	into	
code??
• How	do	we	
make	this	
auditable??



Let’s	try	it!





Let’s	try	it!



Inspec exec



Inspec Shell

• Interactive	shell	–
pry	based	REPL	
• Used	to	quickly	run	
Inspec controls	and	
tests



Infrastructure	as	Code	<->	Compliance	
as	Code



Test-Driven	Development	



Test-Driven	Development	– Test	Locally



The	Path	to	Continuous	Compliance

Compliance	TestingRemediate



Questions?



Thank	You!


