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Who Am I?

• Product Security @ Twilio                          linkedin.com/in/yashvier/
• ~6 years in Security                                                     @yashvi3r
• Amateur Photographer
• Love Hiking
• Scared of heights
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Why?



What does practical end to end container 
security mean?

• Enable Developers to move fast
• Achievable
• Maintainable 
• Scalable
• Automatable
• Tangible Results



Why traditional approaches do not work?



Deployment process in a container world



Adding security…



Base Image Security
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Base Image Security

• Whitelist small set of trusted Images
• Keep your base images small

(distroless images anyone?)
• Regularly patch base images
• Update all Dockerfiles to use the new 

base image
• Latest vs latest_tag
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Container Registry Security

• Securing your container registry

• Use a private registry
• Role Based Access Control
• Use a V2 docker registry
• Use a secure registry
• Docker Content Trust (DCT)
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Vulnerability Scanning

• Strategies for using vuln scanning in containers:

• Add them to your build process
• Have the option of breaking builds when high/critical issues are found
• Scan results shown in the build system

• Enable scanning in your docker registry
• Self Service – pre build 



Vulnerability Scanning

• Selecting a scanner?

• Vulnerability sources
• Deployment model
• Scan times
• Feature-set
• $$$

• Do an actual POC



Docker Daemon Security

• What is the Docker Daemon ? 



Docker Daemon Security

• Restrict Inter Container 
Communication (ICC)
• Set appropriate logging level
• Do not enable insecure registries
• Enable auth for Docker Daemon
• Set ulimits
• Enable user namespaces

• Enable cgroups
• Disable legacy registries
• Enable live restore
• Disable experimental features
• Restrict containers from 

acquiring new privileges
• Enable seccomp profiles

Security related options in the Daemon Config



Docker Runtime Security

• Enable App Armor profiles
• https://github.com/genuinetools/bane

• Configure SELinux

• Do not run privileged containers

• Run containers as read-only 

https://github.com/genuinetools/bane


Docker CIS Benchmark

• CIS Benchmark:
• https://www.cisecurity.org/benchmark/docker/

• Auditing Docker configurations using Docker-bench-security
https://github.com/docker/docker-bench-security

• Evaluates various settings with CIS standards
• Checks for dozens of common best-practices

https://www.cisecurity.org/benchmark/docker/
https://github.com/docker/docker-bench-security




Kubernetest CIS Benchmark

• CIS Benchmark
• https://www.cisecurity.org/benchmark/kubernetes/

• Kube Bench
• https://github.com/aquasecurity/kube-bench

https://www.cisecurity.org/benchmark/kubernetes/
https://github.com/aquasecurity/kube-bench


Logging & Alerting

• Docker supports various log drivers

• Interesting alerts:
• Alert if a shell is spawned in a running container
• Alert if a certain file is copied from a running container
• Etc



Realtime Alerting in Containers

• Enterprise Solutions
• Twistlock,Aqua,Sysdig secure

• OpenSource Solutions
• Sysdig Falco



@Scale

• Potential issues while scaling

• Extra load on your container registry
• Scans will increase build time
• Vulns with no patches available
• Deleting old tags
• Scanner DB scaling

• Build tests adding to scans
• Individual user builds



Some Resources

• CIS benchmarks 
• List of Docker Security Resources

• https://github.com/veggiemonk/awesome-docker
• Kube-hunter

• https://github.com/aquasecurity/kube-hunter
• NCC container security whitepaper

• https://www.nccgroup.trust/us/our-research/understanding-and-hardening-linux-
containers/

• GDS docker guidelines
• https://github.com/GDSSecurity/Docker-Secure-Deployment-Guidelines

• Dockerfile best practices 
• https://docs.docker.com/develop/develop-images/dockerfile_best-practices/

https://github.com/veggiemonk/awesome-docker
https://github.com/aquasecurity/kube-hunter
https://www.nccgroup.trust/us/our-research/understanding-and-hardening-linux-containers/
https://github.com/GDSSecurity/Docker-Secure-Deployment-Guidelines
https://docs.docker.com/develop/develop-images/dockerfile_best-practices/



