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oauth.net

OAuth 2.0 Code Articles Security Books About

An open protocol to allow secure authorizationin a
simple and standard method from web, mobile and
desktop applications.

Learn more about OAuth 2.0 »

The OAuth 2.0 authorization framework enables
third-party applications to obtain limited access
to a web service.

For Consumer developers... For Service Provider developers...

If you're building... If you're supporting...

e web applications e web applications

o desktop applications « mobile applications
 mobile applications e server-side APIs

o Javascript or browser-based apps e mashups

OAuth is a simple way to publish and interact with If you're storing protected data on your users' behalf,

protected data. It's also a safer and more secure way they shouldn't be spreading their passwords around

for people to give you access. We've kept it simple to the web to get access to it. Use OAuth to give your

save you time. users access to their data while protecting their
account credentials.




BUILDING YOUR APPLICATION
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Are your friends already on Yelp?

Many of your frrends may already be here, now you can ﬂnd out. Justlog in and we'll display all y
selectw hll h ones tu invite! And dontworry, we don't keep your email password or your friends’ ad

tc_l t_l _

Your Email Service msn * Hotmail

Your Email Address ima.testguy@amail.com

Your Gmail Password 0000000000

Check Contacts




THE PASSWORD ANTI-PATTERN

Step 2 Step 3
Profile Information Profile Picture

Are your friends already on Facebook?

Many of your friends may ailready be here. Searching your email account is the

fastest way o0 find your friends on Facebook

M Gmail

Your Email:

Emall Password:

B Facebook will not store your password.

9! Yahoo! Find Friends

[7 Windows Live Hotmalil Find Friends

|  Other Email Service Find Friends







SO...
how can | let an app

access my data
without giving it my password?




Google Contacts

yelp=t

lost.fm —> @ Spotify
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POST /resource/l/update HTTP/1.1
Authorization: Bearer RsT5037bzRn430zgMLgV3Ia

Host: apili.authorization-server.com

description=Hello+World
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A HOTEL KEY CARD, FOR APPS

Authorization Server Access Token Resource (API)
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HOW OAUTH WORKS



ROLES IN OAUTH

'
O
The User Device The Application OAuth Server API
(Resource Owner) (User Agent) (Client) (Authorization Server) (Resource Server)

aka the token factory
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App OAuth Server

User: I'd like to use this great app
e =

App: Please go to the authorization server to grant me access
e

User: I'd like to log in to “Yelp”, it wants to access my contacts

AS: Here is a temporary code the app can use
S —,—,—,—,—,,,,,,,,————e—e—e————

User: Here is the temporary code, please use this to get a token
—>

App: Here is the temporary code, and my secret, please give me a token
—_———————>

AS: Here is an access token!
-—

App: Please let me access this user’s data with this access token!
——————————————————————————————————————————————————



Back Channel Front Channel

@ Secure | https://accounts.google.com/?...

Sent from client to server Passing data via the browser's address bar

HTTPS request from client to server, The user, or malicious software,
so requests cannot be tampered with can modify the requests and responses



Back Channel Benetits

» The application knows it's
talking to the right server

» Connection from app to server
can't be tampered with

» Response from the server can
be trusted because it came
back in the same connection



Passing Data via the Back Channel

OAuth Server OAuth Client



OAuth Server OAuth Client



Front Channel Benefits

» The user being involved
enables them to give consent

» Enables easier two-factor
authorization integration

» Doesn't require the receiver to
have a publicly routable IP
(e.g. can work on a phone)
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@ https://www.theregister.co.uk/2013/03/08/twitter_oauth_leaked_keys/ DX ¢ O

The Next Platform

M3 | CLL

Serverless Events

The R Register’

Log in ' Signup Forums Whitepapers

a/ DATA CENTRE SOFTWARE SECURITY DEVOPS BUSINESS PERSONAL TECH SCIENCE EMERGENT TECH BOOTNOTES LECTURES Q

Data Centre » Networks
Leaked: The 'secret OAuth app kevs'
to Twitter's VIP lounge

Rogue apps could pose as micro-blogging s — ‘ :
Very Important Programs = threat|post

By John Leyden 8 Mar 2013 at 15:03 13 ()

Twitter's private OAuth login keys, used by the website's officii TWitte r o Au t h API Keys Lea ked

applications to get preferential treatment from the micro-blogg
have apparently been leaked. The secret credentials could no
software to masquerade as an approved Twitter client.

A set of key pairs uploaded to Github are supposedly used by

iPhone, Android, iPad, Mac OS X and Windows Phone, Twitte

Google TV, and TweetDeck. Once authenticated, these progre

access to features unavailable to clients that don't have Twitte Michael Mimoso
approval. But they need to store the keys somewhere onthe L ;.1 7 2013 451 pm
computer or gadget, and it appears someone has found them.

The keys were first posted on the GitHub website five months
were updated within the past day; GitHubbers claim the data i

f L 4 oo

Cloud Security Malware Vulnerabilities

C @ https://alexbilbie.com/2013/03/twitter-official-clients-have-their-oauth-keys-leak/

Twitter's official clients have their

OAuth keys leak

Someone has posted a Github Gist with all of the client identifiers and se

@ Threatpost, Inc [US] | https://threatpost.com/twitter-oauth-api-keys-leaked-030713/77597/

Privacy

HackerOne Spotlight

The OAuth keys and secrets that official Twitter applications use to access

on various platforms.

“itive that you don’t screw up like Facet
lirect URIs.

bsolute and stored on the authorisatior

about this?

r all of their clients with new keys and
that haven’t been updated will sudden
used and frustrated. Also it will be trivi

vith some sort of mechanism to allow t
ays on the fly but then these could be

e attack.




GitHUbGlSt All gists GitHub Sign up for a GitHub account m

Instantly share code, notes, and snippets.

@ reak /3878505.md kstar 15 YFork 4

Created 5 years ago

<> Code Revisions 1 Stars 156 Forks 4 Embed ~ <Script SrC="httpS : //gl @- & Download ZIP

key.md Raw

Twitter Official Consumer Key

Twitter for iPhone

Consumer key: IQKbtAYIXLripLGPWdOHUA
Consumer secret: GgDYlkSvaPxGxC4X8liwpUoqgKwwr31CADbz8A7ADU

Twitter for Android

Consumer key: 3nVuSoBZnx6U4vzUxf5w
Consumer secret: Bcs59EFbbsdF6S19Ng71smgStWEGWXXKS]jYVvPVt7qys

Twitter for Android Sign-Up

Consumer key: RwYLhxGZpMgsWZENFVw
Consumer secret: Jk80YVGqc7Iz1IDEjCI6x3ExXMSBnGjzBAH6qHCWI Lo



ANYONE CAN
IMPERSONAIE
THE TWITTER APPS
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DON'T PUT SECRETS
IN NATIVE APPS!

https://developer.okta.com/blog/2019/01/22/0auth-api-keys-arent-safe-in-mobile-apps
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PROOF-KEY FOR CODE EXCHANGE
RFC 7636




O User 0
Agent
App OAuth Server

User: I'd like to use this great app
—_—m e >

App: Hang on while | generate a new secret and hash it
o

App: Please go to the authorization server to grant me access, take this hash with you
e

User: I'd like to log in to this app, here's the hash
—>

AS: Here is a temporary code the app can use
e

User: Here is the temporary code, please use this to get a token
_——————————— "

App: Here's the code, and the plaintext secret, please give me a token
—_————————">

AS: Let me verify the hash of that secret... ok here is an access token!
T

App: Please let me access this user’s data with this access token!
—————————————————————————————————————————————————————



AppAuth.io

iIOS / Android / JavaScript



ALG=NONE
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m Q_ Search packages login

Critical vulnerabilities in JSON Web

Token libraries Advisory timeline
severity critical
Which libraries are vulnerable to attacks and how to prevent them. S
Verification Bypass = Reported
O TimMeLear March 31, 2015 jsonwebtoken e
Published
A 4 Advisory publish
Advisory Versions Apr 1st, 2015

Subscribe to more awesome content!

tl;dr If you are using n

lsr | ) = NVD MENU

ES384, ES512) please Information Technology Laboratory.

jwt or jsjwt with asym

A I\ =

Sjoerd Langkemper

Web application security

R NATIONAL VULNERABILITY DATABASE

This is a guest post fro

VULNERABILITIES

Attacking JWT authentication
JAXCVE-2015-9235 Detail Sep 28, 2016

. . JSON Web Tokens or JWTs are used by some web applications instead of traditional session
Current Descri pthﬂ cookies. Because of their statelessness and the signature implementation there are some
security issues that are specific to JWTs. This post describes some ways you can verify that a

In jsonwebtoken node module before 4.2.2 it is possible for an attacker to bypass verification when a token digitally
JWT implementation is secure.

asymmetric key (RS/ES family) of algorithms but instead the attacker send a token digitally signed with a symmetri

Source: MITRE

Description Last Modified: 05/30/2018 AbOUt LJ VV IS

+View Analysis Description

2 O 1 5 Impact What is a JWT

. . . . A JWT (JSON Web Token) is a string that contains a signed data structure, typically used to ’/j
CVSS v3.0 Severitv and Metrics: CVSS v2.0 Severitv and Metrics: o T . ST T R N




JWIS ARE OFTEN USED
FOR APl AUTHENTICATION
AND AS OAUTH ACCESS TOKRENS
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An Example JWT

eyJraWQiOiJdvQ1lJIjR3RxVDhRV2tJROMyVXpmcEZUczVgSkdnM00zSTNOMHgtZDJThSFNNIiwiYW
xnIjoiUIMyNTYifQ.eyJ2Z2XIiOjEsImp0aSI6IkFULKkp3eVRTcT1gNDUObDNTNMRTM1VTV1hMV
VpwekdKdWNSd1ZEbFZCNWNIc3cuVVM1IVINGYVF1Q1l1UMCOGM2t JMG8VvK1Z2UY3VZZzdwVnZgZXZ
TT3hkUHhCMDO01LCJpc3M101J0dHRwczovL2R1d10zO0OTYzZNDMub2t0YXByZXZpZXcuY29tL29hd
XROM19KZWZhdWx0IiwiYXVKIJol1YXBp01i8vZGVmYXVsdCIsImlhdCI6MTUOMzgwMzAyNSwiZXh
wIJOXNTQzODA2NJI1LCJJaWQi01Iwb2FoenBwM3R]JCEZyZmNXSTBONyIsInVpZCI6I JAWAWKwWZ
mpraWVS5TDQ2bWEWMGg3Iiwlic2NwI jpbIm9ImZmxpbmVEYWNJZXNzIiwicGhvdG81XSwic3ViIjo
1aW5xdWlzaXRpdmUtYWx1YXRyb3NzQGV4YW1wbGUuY29tIn0.ncVkzccb6qrFISXE3-5UsRu kH
VObwIMKYL3PFaMwReYTquPAcOQ8t93xFO0bxbS8wrPO0udCDvk6eYg4VbjoFdD59Yy61tz00KQ1l3-
g8uFg2RwgTBMOKROmMYtQHORCr90RhSsmKolaDDt4TcRX78%Z0AyhZ Qg UcEoHM4uZikpzBJYpY
KbCCfbx-6FzYyHuvevSFzURISYpSHv3nbzirkEzKbOv7eZ1lglcCYBdUoGuVBskyHXfMxFpoKQU
3mwIFd1QJR8LZ8hA 5ZdY]jMeSXfjnhlP2rppJdiHy1NreGXXcUsUA74V2t keY44deTrnPgoFO
Se9IchWgcjésDMDutC4ag




1D To ke n: JWIT header

4

eyJraWQi01J1RmxZbmkzLXRhMXFSa0OlFellHc2tLeFFRVUJvczZnOUSRONRMNMI9xcUXxJI1w1iYWxnI
JO1ULIMYNTY1£Q

eyJzdWI101TIwMHV]cTN1d200V25JcTNNneJBoNyIsImOhbWU101JOYWRtYSOyIEdvdmluZGEyYWphb
HUlLCJSbZthGUlOlJlbl1VUyISInZlc1I6MSw1aXNZIj01aHROcHM6Ly9wYWRtYdedmluZGFyYW
phbHUubZ2t0YXByZXZpZXcuY29tL29hdXROM1 9KkZWZhdWx0I1w1YXVKkIJo1MGIhZD1lydTd0endmNUEFE
chIwachI1w1aWFOIEOXNTIONTkOOTEwLCJleHAlojElM JQ1O0TglIMTAsImpOaSIolklELKk1ENUc4
RzhWdXowMHJvY19aSz17a3J0T0pseVdwNzhxMUbnaGV2Q0lJodkE1LCIJhbXI101lsicHdkI10sImlkc
CI6IjAwb2NXM2J3aTFoTn RTBBSMG 3I1wibm9uY2U101JhYmM1LCIJwemVmZXJyZWREAXNLcmShboW
Ul01JwYWREYSO5nb3Z2pbmRhecmFgYWx1QGOrdGEUY29tIi1wizZ212ZWofbmFtZSI6I1BhZ2G1lhIiwibWl
kZleXZShbWUlOlJLcmlzaGShI1w1ZmFtan5X25hbWUlOlJHb3ZpmehcquYleIlWlem9uZWlu
Zzm8101JBbWVyaWNhLOxvcl9BbmdlbGVzI1iwidXBKYXRIZFO9hdCIoMTUyNDUSNDMZ2ZMSw1YXV0aF90a

W11lTJoxNTIONTKOOTAI3LQ

HvMYW8XbdC f1BW-
7fHQlodaAYJJ ZgKkh1NUKHWOc1lk6J7pYunn8jllbIp0IhSjcCn6PBI1ZPrrEO0dkuyjvdH)VISALON

WwtM/FnIs9HogCHOOONx4EL4K-Ef4d w46qequwMClvNan3c215 kON-
uJUlaefbnroAl y9zomvLyDynf9IjrOyTPolrgk9V4o6l28AulpddIhgBtZipYyVbKrXawHSOSEVKT

DMPBhQgxtO 6PKG7sSkhbMeB1cIc SSJJaXtS KStkYDUpS5s1lUQ74ATHrtLe /HMUlyp KajgYUKxM
XOSNlXpeNEHzarAOWzLHblchgkpuJbYBKMlHHg

payload

/

signature

~



Attacking a JWT

header

{
"typ" ¢« "JWT" ,
"alg": "RS256"

}
claims
{
"ver": 1,
"Jti": "AT.JwyTSg9j45413S6dS3USWXLUZpzGIJucRwVD1VB5cHsw.USS5WSFaQbBYTO0/F3kc0o/+VTcuYg7pVvjevSOxdPxB0=",
"iss": "https://dev-396343.oktapreview.com/oauth2/default",
"aud": "api://default",
"iat": 1543803025,
"exp": 1543806625,
"cid": "Ooahzpp3tcpFrfcWIOh7",
"uid": "00uiOfjkieyL46maOO0h7",
"scp': |
"offline access”,
"photo”
1/
"sub": "inquisitive-albatross@example.com"
}

signature



Attacking a JWT

header /

!
" typ 1" : 1" JWT 1" ,
llalgII: ||nonell

}
claims
{
"ver": 1,
"Jti": "AT.JwyTSg9j45413S6dS3USWXLUZpzGIJucRwVD1VB5cHsw.USS5WSFaQbBYTO0/F3kc0o/+VTcuYg7pVvjevSOxdPxB0=",

"iss": "https://dev-396343.oktapreview.com/oauth2/default",
"aud": "api://default",

"iat": 1543803025,

"exp": 1543806625,

"cid": "Ooahzpp3tcpFrfcWIOh7",

"uid": "00uiOfjkieyL46maOO0h7",

"scp': |

"offline access”,

"photo”

1/

"sub": "inquisitive-albatrossf@example.com



Treat the JWT header as
untrusted external information



Never let the JWT header
determine your verification mechanism



Thankfully most JWT libraries
fixed this in 2015-2016
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Google Docs phishing email 'cost Top Stories

- 1
M In neSOta $90,000 Tough task ahead as Macron
basks in win
® 8 May 2017 Technology f 4 ° E < Share Emmanuel Macron takes his first steps as

France's president-elect in establishing his
team after beating Marine Le Pen.
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BIZ & IT— i Li_” OAuth | h JUL NG GOEesS Vil J L
On Wednesday, a Gmail phishing attack leveraging OAuth spread quickly to multiple users. There

Don't trust OAuth: Why the “Google
Docs” worm was so convincing T S T

You really think someone would just go on the Internet and tell lies? Canala Nace wanld lika ta

The State of Security

NEWS. TRENDS. INSIGHTS.

RON AMADEO - 5/3/2017, 7:13 PM

The phishing email was sent to one million ( Testing - Invitation to view
Ron Amadeo (via Google Docs) <drive-shares-noreply@google cor 4:54 PM (0 mit FEATURED ARTICLES TOPICS VERT RESOURCES
A phishing email that targeted Gma o
of Minnesota $90,000 (£69,400).

e o orees roce Real E-mail g “Google Docs” Worm Ransacks Gmail
= Jsers' Contact Lists — What You Need

to Know

GRAHAM CLULEY ¥ Follow @gcluley
MAY 4, 2017 IT SECURITY AND DATA PROTECTION

B .00
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O

@ Secure | https://accounts.google.com/oauth/authorize?response_t

~ Google Docs would like to:

Developer info

™1 Read, send, d email: eugene.pupov@gmail.com b,
Clicking "Allow" will redirect you to:
https://googledocs.docscloud.info/g.php

8 Manage your contacts ®

By clicking Allow, you allow this app and Google to use your information in
accordance with their respective terms of service and privacy policies. You can

change this and other Account Permissions at any time.




Testing - Invitation to view Inbox  x =

Ron Amadeo (via Google Docs) <drive-shares-noreply@google.cor 4:54 PM (0 minutes ago) S
fome |~

Ron Amadeo has invited you to view the following document:

B Testing

Real E-mail

Google Docs: Create and edit documents online.
Google Inc. 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA Google

You have received this email because someone shared a document with you from Google

Docs.

BB has shared a document on Google Docs with you &

. 232PM (2hours ago) &
to hhhhhhhhhhhhhh_, bcc: me |~

_has invited you to view the following document:

Fake E-mail

https://arstechnica.com/information-technology/2017/05/dont-trust-oauth-why-the-google-docs-worm-was-so-convincing/



@ Secure | https://accounts.google.com/oauth/authorize?response_t

O ¢

v Google Docs would like to:

M Read, send, delete, and manage your email @

a Manage your contacts ®

By clicking Allow, you allow this app and Google to use your information in
accordance with their respective terms of service and privacy policies. You can

change this and other Account Permissions at any time.




M Gmail & < Follow > Vv

@gmaill

We are investigating a phishing email that
appears as Google Docs. We encourage you
to not click through, & report as phishing
within Gmail.

1:15 PM - 3 May 2017

8,511 Retweets 4,159 Likes @Q @ (@ ‘@;QQ

Q) 112 11 8.5K S ) 4.2K N

<




@ reddit G r/google v Q Search r/google

4 Posted by u/JakeSteam 2 years ago 3

12:’" New Google Docs phishing scam, almost undetectable

Update: scam banned | /r/all

I received a phishing email today, and very nearly fell for it. I'll go through the steps here:

1.Ireceived an email that a Google Doc had been shared with me. Looked reasonably legit, and I recognized the
sender.

2. The button's URL was somewhat suspicious, but still reasonably Google based.

3.1then got taken to a real Google account selection screen. It already knew about my 4 accounts, so it's really signing
me into Google.

4. Upon selecting an account, no password was needed, I just needed to allow "Google Docs" to access my account.

5.If I click "Google Docs", it shows me it's actually published by a random gmail account, so that user would receive full
access to my emails (and could presumably therefore perform password resets etc).

6. Shortly afterwards I received [a followup real email from my contact] (https://i.imgur.com/DGSyy1L.png), informing
me: "Delete this is a spam email that spreads to your contacts."

To summarise, this spam email:

* Uses the existing Google login system

* Uses the name "Google Docs"

* [s only detectable as fake if you happen to click "Google Docs" whilst granting permission
* Replicates itself by sending itself to all your contacts

* Bypasses any 2 factor authentication / login alerts

* Will send scam emails to everyone you have ever emailed

il



@ reddiT G r/google v Q Search r/google

« >

the_mighty_skeetadon Verified Google dude 5.8k points - 2 years ago - edited 2 years ago & 2
Googler here -- I'm escalating to the correct engineering and product teams now.

Edit: This is now resolved. Less than a half-hour after escalation, wow! =). Here's the official Google statement:

We have taken action to protect users against an email impersonating Google Docs, and have disabled offending
accounts,” the company said in a statement. “We've removed the fake pages, pushed updates through Safe Browsing,

and our abuse team is working to prevent this kind of spoofing from happening again. We encourage users to report
phishing emails in Gmail.

Share Report Save

4 the_mighty_skeetadon Verified Google dude 1.7k points - 2yearsago - edited 2 years ago

§ Official response from the eng manager in charge of this stuff: "yes, I am on it" =). I'd bet it will be fixed and fully rolled
out in a few hours or less.
Final edit: problem is resolved. I clicked the link and got an "oauth client disabled" message. Not pretty, but at least you
won't get phished.

Share Report Save

4 [deleted] 725points - 2yearsago

$ Thisis such an impressive turnaround time for a problem, but I'm not surprised at all that Google can pull off such a
quick fix. Bravo.

all

VIEW ENTIRE DISCUSSION (1.1K COMMENTS)




G Somy.. X

C | @ Secure | https://accounts.google.com/o/oauth2/auth?client_id=1024674817942-fstip2shineo1lsego38uvsg8n2d... Y| 3

Go | g Ie Sorry...

We're sorry...

... but your computer or network may be sending automated queries. To protect our users, we can't
process your request right now.

See Google Help for more information.

Google Home
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E[) The Facebook Hack Exposes an Internet-Wide Failure

] ISSIE LAPOWSKY SECURITY 10.02.18 10:12 AM

SHARE—"THE FACEBOOR HACK EXPOSES
@ ANVINTERNET-WIDE FAILURE

TWEET

COMMENT

EMAIL

Platform Solutions Why AuthO Developers Pricing Talk to Sales Log In SIGN UP

-

Early Look at Facebook Access Token

Security Breach

Almost 90 millions Facebook users were affected by a breach that
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"The vulnerability was the result of
the interaction of three distinct bugs”

- Guy Rosen, VP of Product Management, Facebook
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The vulnerability was the result of the interaction of three distinct bugs:

First: View As is a privacy feature that lets people see what their own profile looks like to
someone else. View As should be a view-only interface. However, for one type of

composer (the box that lets you post content to Facebook) — specifically the version that
enables people to wish their friends happy birthday — View As incorrectly provided the

opportunity to post a video.
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Second: A new version of our video uploader (the interface that would be presented as a

result of the first bug), introduced in July 2017,



The vulnerability was the result of the interaction of three distinct bugs:

Second: A new version of our video uploader (the interface that would be presented as a

result of the first bug), introduced in July 2017, incorrectly generated an access token that

had the permissions of the Facebook mobile app.




The vulnerability was the result of the interaction of three distinct bugs:

Third: When the video uploader appeared as part of View As,




The vulnerability was the result of the interaction of three distinct bugs:

Third: When the video uploader appeared as part of View As, it generated the access
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The vulnerability was the result of the interaction of three distinct bugs:

Third: When the video upldaderappeared as p@rt Of View As, It géherated the access

token not for you as the viewgr, but for the USEFTIat you werglooking up.

https://newsroom.fb.com/news/2018/09/security-update/ @aaronpk



orofile looks like to someone else,

By using the "View As" feature to_sée what your
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Keep clean security boundaries

even for internal applications



Don't let applications pretend
to be other applications or other users



Thank You!
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